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1 Overview

FS utilizes PicOS® switches and the AmpCon™ unified management platform to build a multi-branch
network for campus solution, enabling remote deployment and automated management. It delivers a
high-performance, easy-to-manage, and secure enterprise network, simplifying operations and reducing

overall opex.

2 Network Topology
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3 Software and Hardware Environment Description

4.4.5.7 GA Verison

4 PicOS® Switch Function Test
4.1 MLAG Scenario Between S5860-20SQ and S5810-48TS-P

4.1.1 MLAG + VRRP + DHCP Relay Function Test




PicOS® for Multi-Branch Network Solution Test Report

Test Name

MLAG + VRRP + DHCP Relay Test

Test Topo&

Precondition

Test Procedure

1. VRRP virtual ip address as GW, two hosts can get dynamic ip address and default GW
by dhcp server, check dhcp relay table on spine--—-Result1.

2. host1 ping host2---Result2

3. host1 ping ixia3-8, ixia3-9---Result3

4. One by one down/up Links between 5860 and 5810-48TS when host1 ping host2,
host1 ping ixia3-8, ixia3-9---Result4

5. One by one stop/start two 5860s when host1 ping host2, host1 ping ixia3-8,

ixia3-9---Result5

Expect results

Result1:

Dhcp server binding table should have both 10.0.101.0/24 and 10.0.102.0/24 segments

Client Interface: nis
Client IP Address
MAC address:

Client IP Address:
MAC address:

DHCP Options :

Value: [1
e, Valu

43's I3-interface(vlan300) should get the address of the 10.0.101.0/24 segment. 66's

I3-interface(vlan100)should get the address of the 10.0.102.0/24 segment.

o ol WY = U U P e Lo Sl

admind 054 run show 13-interface brief
Interfa

13-interface brief
Vlan ID Status

vlan168

Result2:
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Two hosts can ping each other.

admin@swoo
PING i

1 bytes from

from

from 1

from
1.2 ping statistics ---
transmitted, 1
g/max/mdev =

admin
PING

icmp_seq

ping statistics ---
time 4834ms

Result3:

Host can ping ixia 3-8(58.1.1.10) and 3-9(51.1.1.10).
pin

bytes
by
bytes f
bytes

1.18 ping

run ping 51
' 1.1 1
1 icmp_seq
3 b icmp_seq=2
1.1 icmp_seq=3
1 icmp_seq=4
1 : lcmp_seq=5

Result4:
1. host1 ping ixia 3-8, when down/up the the link that transmiting data, the ping

packets should still reach ixia 3-8.

55, time 49533ms

2. host1 ping ixia 3-9, when down/up the the device that transmiting data, the ping

packets should still reach ixia 3-9.
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--- 51.1.1.18 ping statistics ---

58 packets transmitted, 4 eived, 6% t loss, time 49527ms

- rtt min/avg/max/mdev = 3.912/7.732 26 53 ms

Result5:
1. host1 ping ixia3-8, when down/up the device that transmiting data, the ping

packets should still reach ixia 3-8.

statistics ---

ted rec 4 acket loss, time 483471ms

2. host1 ping ixia3-9, when down/up the device that transmiting data, the ping

packets should still reach ixia 3-9.

B ping statisti

ansmitt ecel loss, time 483472ms

- rtt min

Actual results Pass
4.1.2 MLAG + PVST Function Test
Test Name MLAG + PVST Test

Test Topo&

Precondition

58's configuration:

set protocols spanning-tree force-version 4

set protocols spanning-tree pvst vlan 100 enable true
set protocols spanning-tree pvst vlan 300 enable true
51's configuration:

set protocols spanning-tree force-version 4

set protocols spanning-tree pvst vlan 100 enable true
set protocols spanning-tree pvst vlan 300 enable true
105's configuration:

set protocols spanning-tree force-version 4

set protocols spanning-tree pvst vlan 100 enable true
set protocols spanning-tree pvst vlan 300 enable true

111's configuration:
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set protocols spanning-tree force-version 4
set protocols spanning-tree pvst vlan 100 enable true

set protocols spanning-tree pvst vlan 300 enable true

Test Procedure

1.1 check 58/51/105/111 spanning tree pvst---Result1

1.2 check spanning tree root bridge and port role/status, Ixia 3-8 send continuously
broadcast traffic, dest mac is ff:ff:ff:ff:ff:ff, source mac is 00:00:00:00:00:88, vlan tag is
300, check ixia 3-10 packet loss rate, and see ae1's detail; ixia 3-8&3-10 send
bidirectional traffic's, check packet loss rate---Result2

1.3 check spanning tree root bridge and port role/status, Ixia 3-9 send continuously
broadcast traffic, dest mac is ff:ff:ff:ff:ff:ff, source mac is 00:00:00:00:00:99, vlan tag is
100, check ixia 4-6 packet loss rate, and see ae3's detail; ixia 3-9&4-6 send Bidirectional
Traffic's, check packet loss rate---Result3

2.1 Ixia 3-8 send continuous broadcast(vlan300), down/up 58's ge19,20, 105's ae3
sequentially, check packet loss rate, and show 105's ae1 detail---Result 4

2.2 Then send continuous bidirectional traffic, down/up 58's ge19,20, 105's ae3
sequentially, check pack loss rate---Result 5

3.1 ixia 3-9 send continuous broadcast(vlan100), one by one stop/start 105/111, check
packet loss rate---Result 6

3.2 ixia 3-9 send continuous bidirectional traffic, one by one stop/start 105/111, check

packet loss rate---Result 7

Expect results

Result1:
' .
58's stp:
Rapid PVST+ Spanning Tree Inter atus for VLAN 16@
Interface Port ID Desigr ignated Bridge Path Cost State
Port ID
DESIGNATED
FORWARDING IGNATED
FORWARDING DESIGNATED
Port ID e Path Cost State
FORWARDING
FORWARDING DESIGNATED
DISCARDING BACKUP
FORWARDING DESIGNATED
' .
51's stp:
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105's stp:

111's stp:

Result2:

no data

Bidirection

Result3:

Select Views.

Rapid PVST+
Interface

Spanning Tree Interfac
Port ID Designated
Port ID

Status for VLAN
Designated Bridge
0

Path Cost

DISCARDIN
FORWARDING

ALTERNATE
DESIGNATED

Spanning Tree Interf:
Port ID Designated
Port ID

Status for VLAN
Designated Bridge
]

Path Cost State Role

FORWARDING
FORWARDING
DISCARDING
DISCARDING

ALTERNATE
ALTERNATE

Rapid PVST+
Interface

Spanning Tree Interf
Port ID Designated
Port ID

Status for VLAN
Role

STP
MSTP
Spanning Tree Intel

Port ID Designated
Port ID

Role

MSTP

Rapid PVST+
Interface

Spanning Tree Interfa
Port ID Designated
Port ID

Status for VLAN 1
Designated Bridge
i)

Role

MSTP
MSTP
MSTP
MSTP

FORWARDING
FORWARDI

Rapid PVST+

Spanning Tree Interface Status for VLAN
Interface i

Port ID Designated Designated Bridge
Port ID 0]

Role

MSTP
MSTP
MSTP
MSTP

Broadcast loss rate is 0%, check 111's ae1(vlan100)detail, recieve&transmit should have

Summary | Fow groups | Frame Setup | £ e y
SeiectViews.. | Giobal Protocol Stattics | Flow Statistics LS
Txport R port n_[Ethemet I1:Destination MAC Address _|Ethemet L1:Source MAC Address _|Tx Frames |Rx Frames |Frames Delta Loss % _|Tx Frame Rate |Rx Frame Rate Tx L1 Rate (bp:

» 138 310 b AT 00:00:00:00:00:88 2,768,027 2,768,018 9 0000 154129500 154128500 999,992,196.0...

al Traffic's packet loss rate is 0

Giobai Protocol Statistis | Flow Statstics

- x
TxPort Rx Port Traffic Item _|Ethemet I1:Destination MAC Address | Ethemet I1:Source MAC Address | T Frames |Rx Frames |Frames Delta [Loss % | Tx Frame Rate |Rx Frame Rate |Tx L1 Rate (b)

v 138 310 Known a- 3,679373 3,679,367 6 0000 154167.000 154,167.000 1,000,235,4
2/310 38 known ca 3,679,373 3,679,359 14 0000 154167.000 154166.500 1,000,2354
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Broadcast loss rate is 0%, check 111's ae3(vlan300)detail, recieve&transmit should have

no data

Seiect Views. PortStatistcs  Flow Statistcs X

Tx L1 Rate (]

TxPort Re Port Traffic tem _|Ethemet I e Rate
68.500 1,000,251,71

139 46

Transmit:

Bidirectional Traffic's packet loss rate is O

Select Views. Port Statstcs  Flow Statstics —
Txport 7[R port Ethe mes Delta |Loss % [T Frame Rate |Rx Frame Rate |Tx L1 Rate (b]
139 46 knownbd  00: 1 9 0000 154151500 154,151.000 1,000,134,93
2]46 39 known &b 00:00:00:00:00:99 00:00:00:00:00:5d 6,465,430 6,465,395 35 0.001 154151500 154148.500 1,000,134,93

Result4:

After a few seconds, broadcast 's packet loss rate should not increase, the receiving
packets are no more than transmit packets; check 105's ae1(vlan300), the input &

output should have no data

sescivem. | YoRSGISIC  How s@usucs =
Tx Port RxPort Traffic Item | Ethemet II:Destination MAC Address _|Ethemet L1:Source MAC Address _|Tx Frames |Rx Frames |Frames Delta|Loss % [T Frame Rate |Rx Frame Rate |Tx L1 Rate (9
138 310 broadaastac ML 00:00:00:00:00:88 80451,2... 77,8635.. 2,567,681 3216 154172000 154175500 1,000,267,9%

rnet ael detail

ard F

Result5:

After a few seconds, bidirectional traffic's packet loss rate should not increase, the

receiving packets are no more than transmit packets.

Select Views. PontStatistcs | Flow Statistics =X

Txport Rx Port Traffic Item | Ethemet I1:Destination MAC Address | Ethemet I1:So Delta[Loss % | Tx Frame Rate |Rx Frame Rate [Tx L1 Rate (b
138 310 known < 00:00:00:00:00:ac 00:00:00:00:0 ,382,755 8443 154,172.000 154,172.500 1,000,267,9%
2]310 38 known ca  00:00:00:00:00:88 00:00:00:00:00:2c 40,067,5.. 36825,1.. 3,242413  8.092 154,172.000 154,153.000 1,000,267,9%

Result6:

After a few seconds, broadcast's packet loss rate should not increase, the receiving

packets are no more than transmit packets
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Result7:

After a few seconds, bidirectional traffic's packet loss rate should not increase, the

receiving packets are no more than transmit packets.

Actual results Pass

4.2 OSPF/IBGP Between two NSG3230s and two S5810-48TS-Ps

Test Name OSPF/IBGP between two NSG3230s and two 55810-48TS-Ps Test
Test Topo& ixia3-8:
Precondition stream1.1: IPv4 packet, SMAC is 00:00:00:00:00:88, DMAC is 64:9d:99:d2:74:84, SIP is

58.1.1.1,DIPis 10.0.101.2

stream1.2: IPv4 packet, SMAC is 00:00:00:00:00:88, DMAC is 64:9d:99:d2:74:84, SIP is
58.6.1.1, DIPis 10.22.33.1

ixia3-9:

stream2.1: IPv4 packet, SMAC is 00:00:00:00:00:99, DMAC is 64:9d:99:d9:59:0e, SIP is
51.1.1.1,DIPis 10.0.101.2

stream2.2: IPv4 packet, SMAC is 00:00:00:00:00:99, DMAC is 64:9d:99:d9:59:0e, SIP is
51.6.1.1, DIPis 10.22.33.1

ixia3-10:

Stream3.1.1: IPv4 packet, SMAC is 00:00:00:00:00:11, DMAC is 64:9d:99:d0:01:37, SIP
is 10.0.101.2, DIP is 58.1.1.1

Stream3.1.2: IPv4 packet, SMAC is 00:00:00:00:00:11, DMAC is 64:9d:99:d0:01:37, SIP

i 10.0.101.2,DIPis 51.1.1.1

stream3.2.1: IPv4 packet, vlan 4092, SMAC is 00:00:00:00:00:11, DMAC is

64:9d:99:d0:01:37, SIP is 10.22.33.1, DIP is 58.6.1.1
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stream3.2.2: IPv4 packet, vlan 4092, SMAC is 00:00:00:00:00:11, DMAC is
64:9d:99:d0:01:37, SIP is 10.22.33.1, DIP is 51.6.1.1

stream4.1: ARP reply packet, SMAC is 00:00:00:00:00:11, DMAC is 64:9d:99:d0:01:37,
Sender Hardware Address is 00:00:00:00:11, Sender Protocol Address is 10.0.101.2,
Target Hardware Address is 64:9d:99:d0:01:37, Target Protocol Address is
10.0.101.10

stream4.2: ARP reply packet, SMAC is 00:00:00:00:00:11, DMAC is 64:9d:99:d3:72:08,
Sender Hardware Address is 00:00:00:00:11, Sender Protocol Address is 10.0.101.2,

Target Hardware Address is 64:9d:99:d3:72:08, Target Protocol Address is 10.0.101.1

stream4.3: ARP packet, vlan 4092, SMAC is 00:00:00:00:00:11, DMAC is
64:9d:99:d3:72:08, Sender Hardware Address is 00:00:00:00:11, Sender Protocol
Address is 10.22.33.1, Target Hardware Address is 64:9d:99:d0:01:37, Target Protocol

Address is 10.22.33.252

stream4.4: ARP reply packet, vlan 4092, SMAC is 00:00:00:00:00:11, DMAC is
64:9d:99:d3:72:08, Sender Hardware Address is 00:00:00:00:11, Sender Protocol
Address is 10.22.33.1, Target Hardware Address is 64:9d:99:d3:72:08, Target Protocol

Address is 10.22.33.253

Test Procedure

1.The ospf and ibgp neighbor relationships were successfully established
2. Ixia sends streams. Five links (51-58, 51-111, 58-105, 105-111, 58-111) are
interrupted during streaming to check packet loss---Result1

3. Restart four switches (58, 51, 105, 111) to check packet loss--—-Result2

Expect results

Result1:

Disconnect 51-58, all ipv4 streams do not lose packets

Disconnect 58-105, Stream3.1.1/Stream3.2.1 Packets are lost first and then not lost .
The other three streams do not lose packets

Disconnect 58-111, stream1.1/stream1.2 Packets are lost first and then not lost . The
other three streams do not lose packets

Disconnect 51-105, Stream3.1.2/Stream3.2.2 Packets are lost first and then not lost .
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The other three streams do not lose packets

Disconnect 51-111, stream2.1/stream2.2 Packets are lost first and then not lost . The
other three streams do not lose packets

Result2:

Restart 58, stream1.1/stream1.2 Packets are lost first and then not lost.
Stream3.1.1/Stream3.1.2 Packets are lost first and then not lost. The other two
streams do not lose packets.

Restart 51, stream2.1/ stream2.2 Packets are lost first and then not lost.
Stream3.1.2/Stream3.2.2 Packets are lost first and then not lost. The other two
streams do not lose packets.

Restart 105, The four streams lost first and then not lost. After restarting, ixia3-10
dynamic arp does not exist, stream1.1/stream1.2 continues to packet loss. After
learning arp, stream1.1/stream1.2 does not packet loss.

Restart 111, stream1.1/stream1.2 Packets are lost first and then not lost. The other
two streams do not lose packets. After restarting, ixia3-10 dynamic arp does not
exist, stream2.1/stream2.2 continues to packet loss. After learning arp,

stream2.1/stream2.2 does not packet loss.

Actual results

Same as expected results

4.3 System Service on two 55860-205Qs and two S5810-48TS-Ps

4.3.1 Inband Port Get Dynamic IP Address by DHCP server on Function Test

Test Name

Inband port get dynamic IP address by DHCP server Test

Test Topo&

Precondition

Test Procedure

two 55860-205Qs and two S5810-48TS-Ps enable inband to obtain ip addresses

from the dhcp server.

Expect results

105:

10
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admin@l05sw# run show 13-interface vlan-interface vl1an4094
vlan4094 Hwaddr 64:9D:99:D0:01:37, Vlan:4094, MTU: 1500, State:UP
Inet addr: 10.22.33.2/24
. Te80::669d:9908:bd0:137/64
Description:
Traffic statistics:
5 sec input rate IPv4 O packets/sec, IPv6 O packets/sec
5 sec forwarding rate IPv4 0 packets/sec, IPv6 0 packets/sec
IPV4 Input Packets:::.:oiisosomosonraror bt 221
IPv4 Forwarding Packets 14
IPv6 Input Packets....
IPv6 Forwarding Packet:
111:
admin@sw4# run show 13-interface vlan-interface vlan4094
vlan4094 Hwaddr 64:9D:99:D3:72:08, Vlan:4094, MTU: 1500, State:UP
Inet addr: 10.22.33.1/24
Te80::669d:9908:bd3:7208/64
Description:
Traffic statistics:
5 sec input rate IPv4 0 packets/sec, IPv6 0 packets/sec
5 sec forwarding rate IPv4 O packets/sec, IPv6 O packets/sec
IPv4 Input Packets........c.uuiiemmmninennnnn.. 539
IPV4 Forwarding Packets. .. .. . e ve vie o e e v 738
IPV6 INPUT PacketsS....vouuernnnnnnnn s 0
IPv6 Forwarding PacketsS.........cucevnernnnnn 0
43:
admin@sw43# run show 13-interface vlan-interface vlan4094
vlan4094 Hwaddr 64:9D:99:00:04:05, Vlan:4094, MTU: 1500, State:UP
Inet addr: 10.22.33.3/24
fe80::669d:9910:200:405/64
Description:
Traffic statistics:
5 sec input rate IPv4 0 packets/sec, IPv6 0 packets/sec
5 sec forwarding rate IPv4 0 packets/sec, IPv6 0 packets/sec
IPv4 INpUut PacketfsS.....ocueiiiennrnnrnernnnnnns 0
IPv4 Farwarding Packetsii. .- .: oo i on cw ai i o - 0
IPV6 INPUL PacketfsS.....vveiirennrnnrnernnnnnns 0
IPv6 Farwarding Packetsii. .- .- v e cw au i o - 0
66:
admin@sw66# run show 13-interface vlan-interface vlan4094
vlan4094 Hwaddr 64:9D:99:D7:7D:9C, V1an:4094, MTU: 1500, State:UP
Inet addr: 10.22.33.4/24
Te80::669d:9910: 3d7:7d9c/64
Description:
Traffic statistics:
5 sec input rate IPv4 0 packets/sec, IPv6 0 packets/sec
5 sec forwarding rate IPv4 0 packets/sec, IPv6 0 packets/sec
IPV4 Input PAackelS:: i sr o on o or o o o0 5s 20 5 5 0
TPv4 Forwardang Packets: o oo v s o v o s 2w 2 0
IPV6 INpUT PacKetsS:.::::cccscrsicsoscsssesnman 0
TPV6 FOrwarding PACKETS. <o vu o v wn vim oo s <o s s 0
Actual results PASS

4.3.2 SNMP Function Test

Version

Copyright (C) 2009-2024 Pica8, Inc.

Base ethernet MAC Address
Hardware Model

Linux System Version/Revision
Linux System Released Date
L2/L3 Version/Revision

L2/L3 Released Date

OVS/OF Version/Revision
OVS/OF Released Date

: 64:9d:99:00:04:05
:55810-48TS-P
:4.4.5.7/8ffbb29f1a
:10/16/2024
:4.4.5.7/8ffbb29f1a
:10/16/2024
:4.4,5.7/8ffbb29f1a
:10/16/2024

11
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SNMPv2

Test Name SNMPv2 Test (The switch had POE)

Test
set protocols snmp community pica8 clients 10.56.20.240
Configuration

Test Procedure Step 1: check snmpwalk on clients 10.56.20.240
can walk

Step 2: check snmpwalk on clients 10.56.30.15
Can't walk

Step 3: add snmp-acl 20.1.1.0/24

set system snmp-acl security-name pica8 network 20.1.1.0/24
can't walk

Step 4: add snmp-acl 10.0.0.0/8

can walk

Step 5: change contact and location

set protocols snmp contact "test"

set protocols snmp location "test.com"”

Step 6: check physical and lag port input frames

Snmpget iso0.3.6.1.2.1.17.4.4.1.3.index

Expect results

Actual results All the operations should be worked normally.

Result1:

12



PicOS® for Multi-Branch Network Solution Test Report

lk -v 2¢ -c picaB8 18.36,55.43
= "PicalB, Inc. PICOS for S5810-48TS-P
' 29f1a"

(6034 16:4
STRING upport@picag.com"
STRING: "PICOS"
INTEGER: 6
Timet 1 : (0) B:pO:00.00
INTEGE 5
4

INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:

=

Lo s T R = R S
I n
{a Ry [ = R I 6

=]

[s]

L

wikic
Lot
Lt
L.
i L
A
il
wikic
1.1,
Lt
LA
SR
ML
A
il
wilic
1.1,
e
L
L.
el

i

snmp_get(oid, hos community):

rBinds = next(

ommunity)

charmProj

root@picos:
Timeout: No Response from
root@picos:~# |

13
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Result4:

13
S for S5810-48TS-

13.8
[ ] 41 IT'|I
STRING: p-port[§p1_c.a._.com”
= STRING: "PICOS"
INTEGE
1 (@) 6:86:00.008

2
| S50
S 2
et
1.1

B b
1.,
b
L
S B
Lo,
1=t
B I
e I
s I
o
225
S
S 2
P
1.1

e I
I I
i

II"JTEIJER:
INTEGER:
INTEGER:
INTEGER:
= IHTEHER:

[ s < R oy ) R < W I I

= IHTEHEF\:
= INTEGER:
INTEGER:
INTEGER:
= INTEGER:
= INTEGER:

I”TEL‘IER:
= INTEGER:
= INTEGER:

INTEGER:

bTFxIN "test"
v 2 pica8
STRING: "test.com"

e: te-1/1/1(49) od, error-discard Fals ysical link is Up
, SFP28 type: 2 ! 1 ]

, MTU: 1518, Speed 's, Duplex: Full
Flow control:

imi unlimited
unlimited, unlimited
local fault: fal ignore remote fault: fa
Force up mode: 2
Precision Time Protoc
Current addre

input rate 1448 bi

output rate 1424 bit
Packets i iiiiiiss

root@picos :~#

root@picos :~#

14
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admin@PICOS# run show interf aggregate-ethernet ae3
Physical interface: ae3, E | liscard False, Physical link is Up
Interface index , Mac Learning En
Port mode: acce
Description:
level type: Ethernet, MTU: 1518, Speed: 2Gb/s, Duplex: Auto

Source filtering: D Flow control: Di d
Auto-negotiation:
Interface flags: SNMP-Traps Internal: 0x@
Current addre :9d:99:00:04:085, Hardware address:

sta 1

input rate 1448 bi

output rate 1728 bi

Pass
SNMPv3
SNMP NoAuth and NoPriv
Test Name SNMP NoAuth and NoPriv Test (The switch had PoE)
Test set protocols snmp contact "test"
Configuration set protocols snmp location "test.com"

set protocols snmp v3 mib-view readtest subtree 1.3.6 mask "ff"
set protocols snmp v3 mib-view writetest subtree 1.3 mask "ff"
set protocols snmp v3 group pica8v3 read-view "readtest”

set protocols snmp v3 group pica8v3w write-view "writetest"
set protocols snmp v3 usm-user pica8noanop group "pica8v3"

set protocols snmp v3 usm-user pica8noanop1 group "pica8v3w"

Test Procedure Step 1: check snmpwalk on clients 10.56.20.240

can walk subtree 1.3.6

Step 2: check snmpwalk write usm can read on clients 10.56.20.240
can walk

Step 3:add snmp-acl 20.1.1.0/24

set system snmp-acl security-name pica8 network 20.1.1.0/24

can't walk

Step 4: add snmp-acl 10.0.0.0/8

15
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can walk

Step 5: change contact and location

set protocols snmp contact "test"

set protocols snmp location "test.com"

Step 6: check physical and lag port input frames

Snmpgetiso.3.6.1.2.1.17.4.4.1.3.index

Actual results

All the operations should be worked normally.

Result1:

root@picos:
150.3.5

# snmpwalk -1 noAuthNoPriv -v 3
Such Object available on th

-u pica8noanop 18.36.55
agent at this 0ID

3 -u plca8noanop 10.36

root@picos:~# snmpwalk -1 noAuthMoPriv -w
3.6 ;] "picaB, Inc. PICOS for S5810-48TS-

STRING:

0ID:

Timet

STRING:

STRING: "PICOS"

STRING: "test.com"

INTEGER: 6

Timeticks: (0) 9:00:00.00

INTEGER:

.1 = INTEGER:

.2 = INTEGER:

.3 = INTEGER:

.4 = INTEGER:

.5 = INTEGER:

.6 = INTEGER:

.7 = INTEGER:

.8 = INTEGER:;

.9 = INTEGER: 9

18 = INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:
= INTEGER:

Result2:
Result3:

< -1 noAuthNoPriv -v 3

onse from 10.36.55

-u pica8noanop 10.36.55.43

root@picos:

Result4:

p..

16
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root@plcos :~# ¢

nmpwﬂlr -1 noAuthNoPriv -v
Inc.

STRING: "P1ica8,
ion S'Ffbbzﬁfla“

= INTEGER:
Timetic
INTEGER

INTEUER:
INTEGER
INTEGER:
INTEGER:
INTEGER:
INTEGER: 9

= INTEGER:
INTEGER:
INTEGER:
INTEGE
INTEGE

= INTEGE

= INTEGER:

= INTEGER:
INTEGER:
INTEGER:

INTEGE
INTEGE
INTEGER:

B
I e
ot i
S
R ¢
b
FEE B
fpait b
L
B
5t i
= e
=1
Kl
EE b
i
o
1.4
i
= e
R
+lis b
b
I b
B

-1 noAuthNoPriv -v 3 -u

3 -u plca8noanop 1€

TRING:

"test.com"

pica8noanop

, for 55810-48TS- P

-1 noAuthNoPriv -v 3
STRING: "test"

u picaBnoanop 1€

@PICOS# run show 1nte
al interface: te-

3ce gigabit- ethernet te-1,
) error-dis

7171

ard Fal

sical link

Interface index:
Port mode: trunk
Description:
ink-level type:
Source filtering:
Auto- neqot13t1on

Input Packet
Output Packe
Input Octets.
Output Octets

49, SFP28 type:

_SR,

Mac Learning E

burst limit ingr
11

ion Time Protoco]

Ethernet, MTU: :
able Flow control:
Internal: 6x@
: unlimited,
s: unlimited,
ignore local fault:

mit  ingr eqgr

egr

mcde

output rate 1592 bits

Duplex: Full

: unlimited
: unlimited

ignore remote fault:

1s Up
f

17
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gregate-ethernet
ror-discard F , Physical link is Up

Port mode:
Description:
type: Ethernet, MTU: 1518, S
- tering: D Flow contro
Auto-nego
Interface

Output P:
Input Octe
Output Oct
as hernet-source-destination
protocol: LACP

ica8noanop 1

SNMP auth and nopriv Function Test

Test Name SNMP auth and nopriv Test (The switch had PoE)

Test Configuration set protocols snmp contact "test"

set protocols snmp location "test.com”

set protocols snmp v3 mib-view readtest subtree 1.3.6 mask "ff"

set protocols snmp v3 mib-view writetest subtree 1.3 mask "ff"

set protocols snmp v3 group pica8v3 read-view "readtest"

set protocols snmp v3 group pica8v3 security-level AuthNoPriv

set protocols snmp v3 usm-user pica8noanop authentication-mode "md5"
set protocols snmp v3 usm-user pica8noanop authentication-key "12345678"
set protocols snmp v3 group pica8v3w write-view "writetest"

set protocols snmp v3 usm-user pica8noanop group "pica8v3"

set protocols snmp v3 usm-user pica8noanop1 group "pica8v3w"

Test Procedure Step 1: check snmpwalk on clients 10.56.20.240
can walk

Step 2: check snmpwalk on clients 10.56.30.15
Can't walk

Step 3: add snmp-acl 20.1.1.0/24

18
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set system snmp-acl security-name pica8 network 20.1.1.0/24
can’t walk

Step 4: add snmp-acl 10.0.0.0/8

can walk

Step 5: change contact and location and authentication-mode
set protocols snmp contact "test"

set protocols snmp location "test.com"”

set protocols snmp v3 usm-user pica8noanop authentication-mode "sha"
Step 6: check physical and lag port input frames
Snmpgetiso.3.6.1.2.1.17.4.4.1.3.index

Step 7: check out range mib

Snmpgetiso.3.6.1.2.1.17.4.4.1.3.index

Actual results All the operations should be worked normally.

Result1:

< -v 3 -u pica8noanop -1
STRINC 'Pica8, Inc. PIC
ion 8ffbb

0ID: 1

Timetic

INTEGER:
INTEGER:
INTEGER:
INTEGER:

INTEGER
INTEGER: :
INTEGER: 23

thon\Python37\python.exe y\PycharmProje ythonProject\Tool scrij

nished with exit code @
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Result3:

root@picos

Timeout

Result4:

pica8noanop -1
“P1c38 Inc. PIC

Timeticks:
INTEGER

INTEGER
INTEGER:

e el e e e e e e e el el e e e e e e e e e e T [
w1 n

noanop -l authNoPriv -a MD5 -A 123
"test.com"

a -A 12345678

admin@ICOS# run show interface giga ;

Physical interfac te-1/1/1({49 E g i ; ysical link is Up
Interface index: ¢ SFP28 type: ]

Port mode: trunk

MTU: 1518, S ;16 Duplex: Full

Source filtering
Auto- negotiation 13
Interface fl 1 2 > 1 Ox0
ted, limited
unlimited, : unlimited
ignore remote fault:

ion Time Protoco1 mode'

addr

input rate
output rate 15

aBnoanop - v -a MD5 -A 12345678 10
Counter3:

20
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admin@PICOS# run show interface aggregate-ethernet ae3
Physical interface: ae3, E 3 i5Ca alse, Physical link is Up
Interface inde

MTU: 1518, Speed: 2Gb/s, Duplex: Auto
, Flow control: Dis

'NMP:Trap Internal: 0x0
2] 00:04:05, Hardware address:

: ethernet-source-destination

Aggregated link protocol: LACP
Fallback:
Minimum number of

plactive)
Uplactive)

u picaBnoanop -l authNePriv MD5 -A 12345678 10.36.55.43

Such Object lable on this agent at this 0ID

SNMP Auth and Priv Function Test

Test Name SNMP Auth and Priv Test

Test Configuration set protocols snmp contact "test"

set protocols snmp location "test.com”

set protocols snmp v3 mib-view readtest subtree 1.3.6 mask "ff"

set protocols snmp v3 mib-view writetest subtree 1.3 mask "ff"

set protocols snmp v3 group pica8v3 read-view "readtest"

set protocols snmp v3 group pica8v3 security-level AuthPriv

set protocols snmp v3 usm-user pica8noanop authentication-mode "md5"
set protocols snmp v3 usm-user pica8noanop authentication-key "12345678"
set protocols snmp v3 usm-user pica8noanop privacy-mode "des"

set protocols snmp v3 usm-user pica8noanop privacy-key "12345678"

set protocols snmp v3 group pica8v3w write-view "writetest"

set protocols snmp v3 usm-user pica8noanop group "pica8v3"
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set protocols snmp v3 usm-user pica8noanop1 group "pica8v3w"

Test Procedure

Step 1: check snmpwalk on clients 10.56.20.240

can walk

Step 2: check snmpwalk on clients 10.56.30.15

Can't walk

Step 3:add snmp-acl 20.1.1.0/24

set system snmp-acl security-name pica8 network 20.1.1.0/24
can't walk

Step 4: add snmp-acl 10.0.0.0/8

can walk

Step 5: change contact and location and privacy-mode

set protocols snmp contact "test"

set protocols snmp location "test.com”

set protocols snmp v3 usm-user pica8noanop privacy-mode aes128
Step 6: check physical and lag port input frames

Snmpgetiso.3.6.1.2.1.17.4.4.1.3.index

Actual results

All the operations should be worked normally.

Result1:

Inc. PICOS for

"test.com"

B) 0:80:00.80

Result2:

22
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"Pica8
fbb2of1

INTEGER: 6
Timetic
INTEC

INTEGER:
INTEGE

nop -1 authPriv -
st.com"

ethernet te-1
error-di

admin@PIC
Physica
Interface index
Port mode: trunk
Description:
Link-level type: Ethernet
Source filtering
Auto-negotiation:
Interface flags: SNMP-Traps
Interface rate limit 1ingre unli
Interface burst limit ingre unlimited
Link fault signali ignore local fault:
Force up mode:

ision Time Protocol mode:

0d:99:00:04:0 Hardware addr

MTU: 1518,

Speed: 1Gb/
Flow control: D

Interna

tatisti
input rate 912 bit
5 sec output r:
Input Packets.
Output Packet
Input Octets..
Output Octet

Python!
ore timeout

unlimited

mited

=, 1lgnore remote fault:
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interface aggregate-ethernet ae3
3, E discard False, Physical link is Up

MTU: 1518, Sp Duplex: Auto
Flow control:

Interface fla Internal: 8x8
Current addr 9d:9 5:04
Traffic stat

5 sec 1nput rat

5 output r

Input Pack

Hardware addre

Output Pac

Input Octets

Output Octet
Hash-mapping: ethernet
Aggregated link protocol: LACP

Pass

SNMP Trap Function Test

Test Name

SNMP Trap Test

Test Configuration

set protocols snmp community pica9

set protocols snmp trap-group targets 10.56.30.15 security-name pica8
set protocols snmp trap-group targets 10.56.20.240 security-name pica8
set protocols snmp trap-group event cpu-threshold enable true

set protocols snmp trap-group event cpu-threshold high 20

set protocols snmp trap-group event cpu-threshold low 5

set protocols snmp trap-group event cpu-threshold interval 5

Test Procedure

Step 1: check snmptrap on clients 10.56.20.240
Check v2 and v3
Step 2: check snmptrap on clients 10.56.30.15

Check v2 and v3

Actual results

All the operations should be worked normally.

Result1:
s
E—— -
S S B - et e AL
e e TR s
Lo Gk oo e oy
Soah b Toa g :
oo e s
LG :
g :
pran o] Doos :
e e
e e
e e coen
Zoetn o Pt
e Tt
s s s
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Result2:

Pass
4.3.3 ZTP Function Test
Test Name ZTP Test
Test Topo& log-server-------- dhcp-server------- tftp-server
Precondition |
|
leth0
client
tftp server:
admin@tftp-server:~/tftp$ Is -Itr
total 174888
-rw-r--r-- 1 admin xorp 130 Oct 31 02:39 ztpl2I3_cfg.cli
-rw-r--r-- 1T admin xorp 23 Dec 26 10:35 zzz.txt
-rwxr-xr-x 1 root xorp 178887589 Dec 27 18:38
S5860-Pic0S-9.8.7-main-267e488a49.bin
-rw-rw-rw- 1 admin xorp 72 Dec 27 18:47
S5860-Pic0S-9.8.7-main-267e488a49.bin.md5
-rw-rw-rw- 1 admin xorp 248 Dec 27 19:10 provision.sh
admin@tftp-server:~/tftp$ cat zzz.txt
S3410-inband-ztp-9.8.7
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admin@tftp-server:~/tftp$ cat ztpl213_cfg.cli
set vlans vlan-id 20

set vlans vlan-id 30

set vlans vlan-id 40

set vlans vlan-id 50

set vlans vlan-id 60

set vlans vlan-id 70admin@tftp-server:~/tftp$
script1:

admin@tftp-server:~/tftp$ cat provision.sh
#!/bin/bash

source /usr/bin/ztp-functions.sh

if [ "Srevision" |="267e488a49" |; then tftp_get_picos_image

S5860-Pic0S-9.8.7-main-267e488a49.bin 10.22.33.1; fi
1213_load_config ztpl2I3_cfg.cli 10.22.33.1
tftp_get_file zzz.txt zzztp.txt 10.22.33.1

script2:

admin@tftp-server:~/tftp$ cat provision.sh
#!/bin/bash

source /usr/bin/ztp-functions.sh

1213_load_config ztpl213_cfg.cli 10.22.33.1

tftp_get_file zzz.txt zzztp.txt 10.22.33.1
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script3:
admin@tftp-server:~/tftp$ cat provision.sh
#!/bin/bash

source /usr/bin/ztp-functions.sh

1213_load_config ztpl213_cfg.cli 10.22.33.1
tftp_get_file zzz.txt /home/admin/zzztpt.txt 10.22.33.1

admin@tftp-server:.~/tftp$

Test Procedure

1. script has the image, reboot client with scipt1 and check if it has been upgraded

to the specified version---Result1

2. script1 has the image, but the TFTP directory is missing the image or md5

file---Result2

3. script2 doesn't have the image, reboot client ---Result3

4. use script3, change the location where the client obtains file---Result4
5. use script3, dhcp-server is unreachable---Result5

6. use script3, tftp-server is unreachable---Result6

7. disable ztp---Result7

Expect results

Result1:

berfore ztp
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run show version
2009-2024 Pica8, Inc.

admin@swb6
Copyright

Base ethernet WM Address 64:9d:
Hardware Model

Linux System Version/Revision
Linux System Released Date 18/1
L2/L3 Version/Revision
L2/L3 Released Date
OVS/0F Version/Revision

OVS/OF Released Date

4.4.5.7/8

admin@PICOS
Copyright
Model
Software Version =
Software Released Date
Serial Number

System Uptime

Hardware ID

License Type

Device MAC Address

run show version

: Copyright

: §5810-48TS-P
.7-main/cB5d4a7531

: G1S52KEB60834

: 0 days 1

: 2019-44BF-66D5-547E

: Uninstal
:9

admin@PICOS: « y
set interface ecmp max-path 4
set vlans vlan-id
set vlans vlan-id

vlans vlan-id
set vlans vlan-id
set vlans vlan-id
set vlans vlan-id 70

xorp_cfg.cli zzztp.txt
provision.sh
#1/bin/bash
source /usr/bin/ztp-functions.sh

if [ "$revision” != "cB5d4a7531" ]
1213_1oad_config ztpl213_cfg.cli 1
tftp_get_file zzz.txt zzztp.txt 18.2
admin@PICOS:/cftmps cat xorp_cfg.cli
set vlans vlan-id 2

set vlans vlan-id

set vlans vlan-id

set vlans vlan-id

set vlans vlan-id 6
set vlans vlan-id 7@adm
$3410-inband-ztp-9.8.7
admin@PICOS : /cftmp

C0S: /cftmps cat zzztp.txt

55818-48TS-P
4.4.5.7/8ffbb2911

ffbb29f1a

4

then tftp_get_picos_image $5818-Pic0S-9.8.7-main-c85d4a75.
33.1

after ztp: reboot information is right, change version success, get configurations and

e interrupted. Please wait a moment to complete the upgrading procedure.

/xorp_cfg.cli'.

system-init Auto Provisioning Tool
system-init Tftp Server found: 10.2
system-init ript file name found: provision.sh
system-init 1 ftmp/rootfs.bin
system-init[733]: Upgrading syste
system-init ]: The n
system-diag[821]: ##xxxxsxxxxx System Diagnosis Start rhx
system-init : Auto Provisioning Tool - checking updates ....
system-init : Tftp Server found: 18 o
system-init 3 ript file name found: provision.sh
system-init Start to get the 'provision.sh' to '/cftmp/provision.sh'.
system-1init Waiting
system-init Done!
system-init Start to get the 'ztpl213_cfg.
system-1nit Waiting
system-init Done!
system-init Start to get the "zzz.txt' to
system-1nit Waiting
Done!
system-diag X ‘ +x% System Diagnosis

2009-2024 Pica8, Inc.All Rights Reserved.
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Result2:

> O
system-init|
| system-init|

system-init[
system-init[
system-diag|

check configurations and files

root xorp
1 root root
1 root root
root root
1 root root 136
/cftmps cat provision.
#!/bin/b
source /usr/bin/ztp-function:
revision” 5d4a7 i
= config ztpl213_cfg.cli 18.2:
tftp_get_file zzz.txt zzztp.txt 1
adm: w66 : /cftmps cat xorp_cfg.cli
vlans vlan-id
vlans vlan-id 3
vlans vlan-id
vlans vlan-id 5
vlans vlan-id

b
b
admin@swb6 t zzztp.txt

$3410-inband-ztp-9.8.7
adming@

Result3:

| system-init[4
| system-init|[

] system-init[“
system-diag

check configurations and files

: md5sum:

reboot information is right, fail to change version,but get configurations and files

Auto Provi

oning Tool - checking updates ....

Tftp Server found B. 1
Script file name found: provision.sh
code 1: File found
feftmp/rootfs.bin:
: 1 computed checksum did
« System Diagnosis Start ##

match

vlans
vlans
vlans
vlans
vlans

> /mnt/open/picos/configl /upgrade.log
g -> /mnt/open/picos/configl/upgrade2.log

then tftp_get_picos_image S$5810-Pic0S-9.8.7-main-c85d4a7531.bin 1

zzztp.txt

reboot information is right, fail to change version,but get configurations and files

Auto Provisioning Tool - checking updates ....
: Tftp Server found: 18. -1
Script file name found: provision.sh
System Diagnosis Start
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vlians
vlans
vlans
vlans
vlians
vlans

admin@swé6 : /cftmps 1s
total 8.6K
rwxr-xr-x 2 root
1 root
root
1 root root
-- 1 root root 130 3
| admin@swé6:/cftmps cat provision.sh
#!/bin/bash
source /usr/bin/ztp-functions.sh

xorp
root
root

1213_load_config ztpl213_cfg.cli 1
tftp_get_file zzz.txt zzztp.txt 10
admin@swe6: /cftmps cat xorp_cfg.cl:
set vlans id 2
set vlans
set vlans
set vlans
vlans vlan-id 6
vlan-id 78admin@sw66 :/cftmp

cat zzztp.txt
S$3410-inband-ztp-9.8.7
admin@swe6 : /

Result4:

system-init|

B8] system-init|[
| system-init|
system-diag|

check configurations and files

vians
vlans
vlans

vlans
vlans
vians

vlan-1id
vlan-1id
vlan-1d
vlan-1d
vlan-1d
vlan-1id

mnt/open/picos/configl/upgrade.log
/mnt/open/pices/configl/upgrade?.log

zzztp.txt

Reboot information is right, get configurations and get file in a specified directory

=a3=1
Script file name found: provision.sh
* System Diagnosis Start

vlan-id
vlan-1id
vlan-1d
vlan-1d
vlan-1d
vlan-id
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Result5:

Resulté:

Result7:

admin@sw6b6: /cftmp: cat provision.sh
#! /bin/bash
source fusr/bin/ztp-functions.sh

1213_load_config ztpl213_cfg.cli 16.2 .1
tftp_get_file zzz.txt /home/admin/zzztpt.txt 10.22.33."
admin@sw66 :/cftmps cat xorp_cfg.cli

vlans vlan-1id

vlans vlan-1id

vlans vlan-id

vlans vlan-id

vlans vlan-id

vlans vlan-id 7Badmin@sw66:/cftmp I

admin@swo6 :~

Zzztpt.ixt

admin@swb6 :~5 cat zzztpt.txt
S3416-inband-ztp-9.8.7
admin@swoo i~ I

Reboot information is right, can't get configurations and files

] system-init
system-1init
system-diag

-l admin@PICOS# show |display set

admin@PICOS" run start shell sh

admin@PICOS:

Reboot information is right, can't get configurations and files

don't execute ZTP

| system-init isioning Tool - checking updates

] system-diagl5 System Diagnosis Start #=%
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Actual results

$5810-48TS (10.36.55.51)

Result1. pass, Bug 17374 - [ZTP] on the version of 4.4.6-rc1, client will reboot twice
Result2-5. pass

Resulté. fail, Bug 17795

Result7. pass

$5860--205Q (10.36.55.111)

Result1. pass, Bug 17374 - [ZTP] on the version of 4.4.6-rc1, client will reboot twice
Result2-5. pass

Resulté. fail, Bug 17795

Result7. pass

$5810-48TS-P (10.36.55.66)

Result1. pass, Bug 17374 - [ZTP] on the version of 4.4.6-rc1, client will reboot twice
Result2-5. pass

Resulté. fail, Bug 17795

Result7. pass

4.3.4 NTP Function Test
Test Name NTP Test
Test Topo&

Precondition

Test Procedure

1. set NTP server ip 106.75.185.63, show system date
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2. set system timezone Hong Kong, show system date

3. set system timezone Asia/Shanghai, show system date

Expect results Result1:
date is true
Actual results S$5860-205Q (10.36.55.105):

1. set NTP server ip 106.75.185.63, show system date

tem server-ip
: em lo "trac
admin@lo how system date
Thu Dec 19 3:41.859 UTC 2024

: i | dis
tem hostname
tem Ty

sia/Hong_Kong
em date

stem log-1 i ;
stem Timezone "As anghai
; tem date

$5860-205Q (10.36.55.111):

1. set NTP server ip 106.75.185.63, show system date

JBO UTC 2024

2. set system timezone Hong Kong, show system date
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show ispla
stem hostna

/ P
stem log-level "trace
timezone "Asia/Hong_kKong"
system date
HKT 2024

show | displa
tem hostname

'Asia/s
system date
. 324 CST 2024

$5810-48TS-P(10.36.55.43):

1.set NTP server ip 106.75.185.63, show system date

admin@PICOS# show |displ
system r

name pica8
name pica8
admin@PICOS# run sh
Thu Dec 19

-name picag
y-name pica8
/Hong_Kong"
am da

$5810-48TS-P (10.36.55.66):

1. set NTP server ip 106.75.185.63, show system date

e
ystem date
91 uTC 2024

2. set system timezone Hong Kong, show system date
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admin@PICos# show |
s em
set system log

se rstem tim
admin@PIC :
Thu Dec 19 1

3. set system timezone Asia/Shanghai, show system date

4.3.5 Radius Function Test

Test Name

Radius Test

Test Topo&

Precondition

SW-----—--- clearpass server

set system aaa radius authorization disable false

set system aaa radius authorization server-ip 10.36.118.130 shared-key "testing"
set system aaa radius authorization server-ip 10.36.118.130 timeout 60

set system aaa radius accounting disable false

set system aaa radius accounting server-ip 10.36.118.130 shared-key "testing"

set system aaa radius accounting server-ip 10.36.118.130 timeout 60

Test Procedure

1. Use radius user (pica8) SSH login in switch, check whether user can successfully

login in-—-Result1

2. Enable the packet capture continuously(sudo tcpdump -i ethO udp port 1813 -n

-vv), use radius user SSH login in and exit login, check accounting packet---Result2

Expect results

Result1:

Radius user can successfully login in

Result2:
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Can capture accounting packets

Actual results

Same as expected results

4.3.6 Tacacs Function Test

Test Name

Tacacs Test

Test Topo&

Precondition

SW----mm- clearpass server
set system aaa tacacs-plus disable false
set system aaa tacacs-plus server-ip 10.36.118.130

set system aaa tacacs-plus key testing

Test Procedure

1. Authentication:

Use user1(Tacacs user, username is tester) and user2(not Tacacs user, username is
test1) SSH login in switch, check whether user1 and user2 can successfully login
in---result1

2. Authorization:

Use user1(Tacacs super user, username is tester) and user3(Tacacs read-only user,
username is read) SSH login in switch, check user1 and user3 configure
permissions---result2

3. Accounting:

Enable the packet capture continuously(sudo tcpdump -i ethO TCP port 49 -n -vv),

use tacacs user1 SSH login in and exit login, check accounting packet---result3

Expect results

Result1:

user1 can successfully login in, user2 not

Result2:

user1 can config any command, user3 only can config "show" command
Result3:

Can capture accounting packets
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Actual results Same as expected results

4.4 Access function on S5810-48TS-P

4.4.1 DHCP snooping Function Test

Test Name DHCP Snooping Test

Test Topo&

Precondition

Test Procedure 1. Configure dhcp snooping on 5810.
2. Let Client obtain ip addresses.

3. Check dhcp snooping entries.

Expect results 43:
admin@sw43# run show dhcp snooping binding
Total Snooping host count: 2
MAC Address IP Address Port VLAN ID Lease(sec)
00:00:ab:41:52:3c 10.0.101.3 ge-1/1/2 300 3268/3600
00:00:ab:41:52:3e 10.0.101.4 ge-1/1/2 300 3269/3600
admin@sw43# i

66:

admin@swe6# run show dhcp snooping binding
Total Shooping host count: 2
MAC Address IP Address Port VLAN ID Lease(sec)
00:00:ab:41:62:68 10.0.102.4 ge-1/1/2 100 3041/3600
00:00:ab:41:62:6a 10.0.102.3 ge-1/1/2 100 3042/3600
admin@swe6# [

Actual results PASS

4.4.2 Dot1x Function Test

Test Name Dot1x Test
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Test Topo&

Precondition

Test Procedure

1. Check whether 802.1X authentication can be performed on the PC---Result1

2. The port on the PCis unknown, log in to guest, and the port becomes known,

complete web authentication---Result2

3. The mac on the IPphone is unknown, mac authorized fail, and change the client

mac is known, complete mac authentication---Result3

Expect results

802.1X authorization succeeds on the PC and web authentication and authorization

succeeds. The IP phone succeeds in mac authentication.

Actual results

Result1
admin@PICOS: run show dotix interface gigabit-ethernet ge-1/
Interface ge-1/1/1:
: authorized
Result2
Client
Status
Result3

how dotlx interface gigabit-ethernet ge-1/1/1

: authorized

h Method : MAB
Time : Sat De
: Other
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4.4.3 PoE Function Test

Test Name PoE Test

Test Topo&

Precondition

Test Procedure 1. enable two 55810-48TS-P ge-1/1/1 poe.

2. show poe interface ge-1/1/1

Expect results Result1:

poe work normal

Actual results Result1:
S$5810-48TS-P (10.36.55.43) :

admin@PIcos# run show poe ge-1/1/1
Status Priority Power Assigned Class

admin@PICOS# run show poe
POFT status Priority Power

4.4.4Voice VLAN Function Test

Test Name Voice VLAN Test

Test Topo& set interface gigabit-ethernet te-1/1/2 family ethernet-switching port-mode "trunk"

Precondition set interface gigabit-ethernet te-1/1/2 voice-vlan mode "manual”
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set interface gigabit-ethernet te-1/1/2 voice-vlan vlan-id 3900
set interface gigabit-ethernet te-1/1/2 voice-vlan tagged mode "tag"
set vlans voice-vlan mac-address 00:11:11:00:00:01 mask ff:ff:ff:00:00:00

set vlans voice-vlan local-priority 6

Test Procedure 1. Enable voice vlan on port 2 of two S5810-48TS-P---Result1, run show vlans

voice-vlan

2. ixia3-10 or 4-6 sends packets with voice vlan tag 3900 and srcMac is

00:11:11:00:00:01.

3. Capture packets on port 3 or 1 of the two S5810-48TS-P---Result2, check the

packets

Expect results The priority of the packets is 6 and the vlan tag is 3900

Actual results Result1:

admin@PICOs# run show vlans voice-vlan
Qui_Address

Mask Description
00:11:11:00:00:01 Tf: ff:1:00:00:00

Voice Vlan ID:3900

Voice Vlan local priority:6

Voice Vlan aging time:1440 minutes

Current voice vlan enabled port mode:

Port Mode Tagged Mac_Address Status Peer Status

te-1/1/2 manual true working MAC OUI

Result2:

The priority of the packets is 6 and the vlan tag is 3900

Frame 100: 100 bytes on wire (80@ bits), 100 bytes captured (800 bits) on interface unknow
Ethernet II, Src: Intel 00:00:01 (00:11:11:00:00:01), Dst: 00:00:00_00:00:02 (00:00:00:00:
v 802.1Q Virtual LAN, PRI: 6, DEI: e,
= & [ T = Priority: Internetwork Control] (6)
WL O — = DEI: Ineligible
. 1111 @011 1100 = ID: 3900

Type: Unknown (@xffff)

Data (82 bytes)
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