Configure Zabbix to Monitor PDU Via
SNMP
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1. Preface

Zabbix is an open-source monitoring software for networks and applications. It can monitor many network parameters and the health and
integrity of servers,virtual machines, and any other kind of network device. This document will guide you to import the FS template in
Zabbix and apply the template to monitor the FS MPDU. The version of Zabbix in this document is 6.4.4 (Linux version is 4.18.0, Mysq|
version is 8.0.30), and taking MPDU as an example to monitor the PDU.

2. Operation Guide
2.1 Operation Steps

Log in to Zabbix to import the “FS MPDU Series SNMP” template
Create host group FS MPDU

Create host, link host group and template

vV V V V

Monitor host data

2,2 Operation Process
2.2.1 Loginto Zabbix to Import Templates

Step 1: Open Zabbix login interface and enter the user name and password to log in to the Zabbix software.

ZABBIX

Usemame

Admin

Password

| Remember me for 30 days

Help = Support

Step 2: Select the Templates under Data collection category, and click Import in the upper right corner to enter the template import

interface.
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Cisco Catalyst 3750V2-24FS by SNMP Hosis ~ Kems15 Trggers®  Graphs  Dashboams! Discovery Web Zabbix  6.4-0

FS IP-PDU Hosts Items 71 Triggers 10 Graphs 4 Dashboards Discovery Web

PFSense by SNMP Hosts ~ Mems18 Trggers7  Graphs1 Dashboardsi Discovery! Web Zabbix 6.4.0
0 selected

Zabbix 6.4.4. 8

ZABBIX « % NEREES

Import
a P
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1 Dashboards
Linked templal  Advanced options
Maf Rules Update existing Create new Delete missing
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Data collection

Tempiate groups .
Host groups:
Templates

Zabbix 640

Hosts
Maintenance
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Discovery

Users

5 Administration

Support

Integrations

Help
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Sign out

Create lemplate

Fiter 7

Remove

| class: network | target: cisco | target: cisco-catalyst [

ciass: software | target: pisense

Fier T

When you import the template, the template name is automatically recognized and a template group is created with the name "FS

MPDU", which corresponds to the template as follows, click "import".
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Then you can see the “FS MPDU" template that have been successfully imported in the template list after the import success is
displayed.
ZABBIX « Templates
()| imporied successtiy)

Filt
Dashboards er W7
Monitoring Template groups o Select i oo S
Linked templates Select Contains v |va Reimove
Add

Name | Fs

Vendor

Wersion

Name & Host tem Grapt Dasnhbaard: veb v Version templates  Linked to tempiate

640 -
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1P-PDU Hosts 1 Items Triggers Graphs4  Dashboards  Discovery Web
Maintenance S MPI Hosts  {ems8 Trggers®  Graphs4 Dashboards  Discovery 13 Web
Hosts  hemsi8 Trggers7  Graphsi Dashboardsi Discovery 1  Web Zabbix 6.4-0 [class: sofware ] @rget: pisense |

Administration

2.2.2 Create Host Groups

Step 1: Select the host groups and click the Create host group button in the upper-right corner.




ZABBIX Host groups =3
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() Host group added
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Maintenance
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Alerts
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Administration

2.2.3 Create Hosts

Fiter Y

Step 1: Enter Hosts page under Data collection, click on the Create Host button in the upper right corner to create the host.

ZABBIX « Hosts

m

Fiter Y
Hast groups Select Staws m Enabled  Disabled
Dashboards
erpas see | Monvoready Somer | Proy
Monltoring i Proxy
DNS Tags m or
P Contains Remove
Part
Name a rapt
FS IP PDU Items Triggers 10 Graphs Discovery 192.168.1.163:161
Zabbix server tems 14¢ Triggers 84 Graphs 27 Discovery 5 127.0.0.1:10050 ER [ one |

1 Alerts

Users

Administration

Step 2: Create a host named FS MPDU and link the “FS MPDU" Template and the "Host Group" that you can click "Select" in the box, enter

the management IP address of the switch in the SNMP interfaces, remove the check box before Use bulk requests, and click Add.
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addet New host
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Step 3: You can view the created hosts under the host list.

ZABBIX <« Hosts

Fiter Y/
Host groups | type h search Select Status Enabled  Disabled
Dashboards
Templates | type here to search Select Monitored by Server | Proxy
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—
Zabbix server Items 146 Triggers 84 Graphs 27 Discovery 5 Web  127.0.0.1:10050 Linux by Zabbix agent, Zabbix server health Enabled

Displaying 3 of 3 found

0 selected

Discovery

Alerts

Users

Administration

Zabbix 6.4.4. © 2001-2023, Zabbix SIA

Step 4: Wait a moment and the SNMP is up, which means that the switch is connected to the zabbix.
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ZABBIX « Hosts
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2.24 Monitoring PDU Data

Select FS MPDU Host groups and MPDU Hosts, you can view that Zabbix has monitored the relevant information and data of the MPDU.

Latest data

ZABBIX

v

Dashboards

Monftoring

Problems

Subfilter affects only

FS IP PDU

inerface:  &thd

Withdata Without data

Zabbix server

2.3 FAQ

Zabbix server

Zabbix server

Zabbix server

Zabbix server

Zabbix server

Zabbix server

MPDU 952 Zabbix server 14
Application 1023 component 145 disk 8 filesystem 24 interface
Application:  Circuit 20 D L140 L240 L340 master
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disk: sda

filesystem: boot tmp varfib/mysql

1. Filesystem s reac-ony
Free inodes in %
Get filesystem data
Space utiization
Tota! space
Used space A

boot: Fllesystem is read-only il

2.3.1 Monitoring Host Failed
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Due to the different SNMP community of the PDU, the PDU may not be monitored and managed by Zabbix, as shown in the following

figure:
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The solution is as follows:

Step 1: View the community setting of MPDU.

dy sz Engish

MPDU e Bevics St Setings Device | Network T —— " system

SNMP Agent(vi/vac) Setiings

Ly HTTPS T

Get Community: public: |
iy DHCP —
I._. SNMP I Set Community: (puittic I |

e SMTP Trapt IP: 0.0.0.0 |

Teinet - -
S Trap2 IP: 0.000 |
e NTP ———

i MooousTER Send Trap: SNMP_VERSION_2C ~|

Save

Authentication Encryption

Step 2: Check the host community in Zabbix, click “Host”->"Macros” ->"Inherited and host macros", and discover that the community

settings are different.

ZABBIX « Hosts

Fiter Y.

Host
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Services | {SSNMP_COMMUNITY} admin123 'Remnvs = "public”
- Remove
Inventory - des
il Reports L]
Data colle P
[ | [Fotns | [Boee | [coen
Nems ger 92.168,1.163:161 | sp | [ None |
PD Iten Triggers Discovery Neb  192.168.1.163:161 [ suwP ] [ None |
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stration

Step 3: Modify the host community in Zabbix and click "Update".
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